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Gu�de to Human R�ghts for

Internet Users

D�g�tal R�ghts

Protection of  Children and Young People
If you are a child or young person, you are entitled to special
protection while using the internet. You have the right to have
content which compromises your dignity, security, privacy, or
future reputation or interests deleted in a short period of time.
You are also afforded special protections with regards to physical,
mental, and moral welfare, such as regarding sexual exploitation
and abuse.

Right to Effective remedies  for violations  of
human rights
Individuals have the right to an effective remedy when human
rights are restricted or violated. This remedy should not
necessarily resort to immediate legal action, and it should be
accessible and affordable. National authorities are obligated to
protect internet users from criminal activity committed on or
using the internet. Internet service providers, online content
providers, and other companies and public authorities should also
provide easily accessible information about rights and possible
remedies. The right to a fair trial within a reasonable period of
time by an independent and impartial court extends to charges of
criminal offenses committed online.
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Privacy and Data Protection
You have the right to privacy and a family life online,
including but not limited to protection of personal data
and respect for confidentiality. Personal data may only be
processed or transferred to third parties with your
informed consent. General surveillance or interception is
not permitted, except in exceptional circumstances as
prescribed by law, such as a criminal investigation.

Access and non-
discrimination
Accessing to the internet enables free
exercise of human rights. Except in the case
of a court decision, you should not be
disconnected from the internet against your
will. Access should also be affordable and
non-discriminatory

Freedom of expressions and  information
You are free to express yourself and access information online.
The freedom to express and access information and opinions
extends to those which may offend, shock, or disturb others as
long as they do not incite discrimination, hatred, or violence.
Public authorities must respect and protect this right, and any
restrictions must pursue a legitimate aim in accordance with the
European Convention on Human Rights. You may choose not to
reveal your identity online with the acknowledgement that
national authorities may take measures which may reveal your
identity.
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Freedom of
assembly,association
and participation
You have the freedom to peacefully
assemble and associate, participate in
civil society, and join trade unions online.
You may also protest peacefully online,
with the acknowledgement that blocking
or disrupting service or causing property
damage are not protected and are
subject to legal consequences

Education and Literacy
You have the right to privacy and a family life online,
including but not limited to protection of personal data
and respect for confidentiality. Personal data may only be
processed or transferred to third parties with your
informed consent. General surveillance or interception is
not permitted, except in exceptional circumstances as
prescribed by law, such as a criminal investigation.
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